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Cloudbeds Privacy Policy

This privacy policy (“Privacy Policy”) provides our policies and procedures for
collecting, transferring, processing, storing, using, and disclosing your
information. Users (“you” or “your”) can access the services provided by
Digital Arbitrage, Inc. dba Cloudbeds (“Cloudbeds”, “we” or “our”) through our
website and related applications and tools (the “Services”), and this Privacy
Policy governs your access to the Services, regardless of what type of device
or application you use to access them. By using our Services, you consent to
the collection, transfer, processing, storage, disclosure and other uses of
information described in this Privacy Policy. The term “Information” when
used without other modifiers refers to all the different forms of data, content,

and information described below.

THE INFORMATION WE COLLECT AND STORE

We may collect and store the following Information when you are using the

Services:
Information You Provide.

When you register for, or access, a Cloudbeds account, or otherwise access

the Services, we may collect some personal Information that can be used to



contact or identify you (“Personal Information”), such as your name, phone
number, email address, and home and business postal addresses. Personal
Information may also include records of purchases and reservations you
have made and contacts with Cloudbeds. We do not store any credit card or

other payment information from you.
Files.

We collect and store the files you upload, download, or access with the
Services (“Files”). If you add a File to a Cloudbeds account that has been
previously uploaded by you or another user, we may associate all or a portion

of the previous File with your account rather than storing a duplicate.
Cookies.

We use “cookies” to collect Information and improve our Services. A cookie is
a small data file that we transfer to your device. We may use “session ID
cookies” to enable certain features of the Services, to better understand how
you interact with the Services and to monitor aggregate usage and web
traffic routing on the Services. We may also use “persistent cookies” to save
your registration ID and login password for future logins to the Services. You
can instruct your browser, by changing its options, to stop accepting cookies
or to prompt you before accepting a cookie from the websites you visit.

However, if you do not accept cookies, you will not be able to log into your



account. We manage our cookies using software provided by OneTrust

https://onetrust.com/.
User interaction.

We partner with Microsoft Clarity and Microsoft Advertising to capture how
you use and interact with our website through behavioral metrics, heatmaps,
and session replay to improve and market our products/services. Website
usage data is captured using first and third-party cookies and other tracking
technologies to determine the popularity of products/services and online
activity. Additionally, we use this information for site optimization,
fraud/security purposes, and advertising. For more information about how

Microsoft collects and uses your dataq, visit the Microsoft Privacy Statement.

Strictly Necessary Cookies

These cookies are necessary for the website to function and cannot be
switched off in our systems. They are usually only set in response to actions
made by you which amount to a request for services, such as setting your
privacy preferences, logging

in or filling in forms.

You can set your browser to block or alert you about these cookies, but some
parts of the site will not then work. These cookies do not store any personally

identifiable information.


https://onetrust.com/
https://www.microsoft.com/en-US/privacy/privacystatement

Cookies used

e OptanonConsent
e OptanonAlertBoxClosed

Categories Cookies

Google Analytics

Performance Cookies

These cookies allow us to count visits and traffic sources so we can measure
and improve the performance of our site. They help us to know which pages

are the most and least popular and see how visitors move around the site.

All information
these cookies collect is aggregated and therefore anonymous. If you do not
allow these cookies we will not know when you have visited our site, and will

not be able to monitor its performance.
Cookies used

e _gat
e _gat_UA-38521101-6

Categories Cookies



pardot.com

Pingdom

Monitors site performance

go.pardot.com

pi.pardot.com

Hotjar

nr-data.net

visitor_id###HH#

_cfduid

visitor _id#HHHH

lpv308041

_hjincludedinSampl

e

JSESSIONID

Functional Cookies



These cookies enable the website to provide enhanced functionality and
personalisation. They may be set by us or by third party providers whose

services we have added to our pages.

If you do not allow these cookies then some or all of these

services may not function properly.

Categories Cookies
wistia.com
e wistia-http2-push-disable
Video player d
hs-analytics.net
e __cfduid
vimeo.com
e Vvuid
hs-scripts.com
° _cfduid

Marketing Cookies



These cookies may be set through our site by our advertising partners. They
may be used by those companies to build a profile of your interests and show

you relevant adverts on other sites.

They do not store directly personal information,
but are based on uniquely identifying your browser and internet device. If you

do not allow these cookies, you will experience less targeted advertising.

Cookies used

e Visitor_id#HH#HH

Categories Cookies
facebook.com
o fr
google.com
e HSID

ads.linkedin.com
e lang



linkedin.com

e Vvisit
m.youtube.com
o LOGIN_INF
O
hubspot.com
° _cfduid

Social Media Cookies

These cookies are set by a range of social media services that we have
added to the site to enable you to share our content with your friends and
networks. They are capable of tracking your browser across other sites and
building up a profile

of your interests. This may impact the content and messages you see on

other websites you visit.

If you do not allow these cookies you may not be able to use or see these

sharing tools.

Categories Cookies



youtube.com

i.instagram.com

instagram.com

doubleclick.net
e |[DE

Unclassified Cookies

Unclassified cookies are cookies that we are in the process of classifying,

together with the providers of individual cookies.
Cookies used
e Qqcessa_session

Categories Cookies



bing.com
e MUI

Log Data.

When you use the Services, we automatically record Information from the
device you use, its software, and your activity using the Services. This may
include the device's Internet Protocol (“IP”) address, browser type, the web
page(s) visited before you came to our website, Information you search for
on our website, locale preferences, identification numbers associated with
your devices, your mobile carrier, date and time stamps associated with
transactions, system configuration, metadata concerning your Files, and

other interactions with the Services.
Integrations.

Cloudbeds may allow third party integrators (“Integrators”) to create
applications and/or tools that supplement or enhance the Services (the
“Integrations”). If you choose to access any such Integrations, the Integrators
will access (via API) and use information you provide solely for the purpose of

supplementing or enhancing the Services through the Integrations.

HOW WE USE YOUR INFORMATION



Personal Information.

Personal Information and data collected from cookies and other logging data
may be used: (i) to provide and improve our Services and customer service,
(ii) to administer your use of the Services, (iii) to better understand your needs
and interests, (iv) to personalize and improve your experience, and (v) to
provide or offer software updates and product announcements. If you no
longer wish to receive communications from us, please follow the
“unsubscribe” instructions provided in any of those communications, or
update your account settings, as applicable. We do not sell your Personal

Information, Files or any other information about you to third parties.
Files.

Files are encrypted and stored with Amazon’s (AWS) storage service and may
be accessed and downloaded by you. Cloudbeds does not access or use
your Files other than (i) in an encrypted form or (ii) in aggregated reports that
do not contain, nor that can be used to extract, personally identifiable

information.
Analytics.

We may also collect some Information (ourselves or by using third party
services) using logging and cookies, such as IP addresses, which can

sometimes be correlated with Personal Information. We use this Information



for the above purposes and to monitor and analyze use of the Services, for
the Services' technical administration, to increase our Services’ functionality
and user-friendliness, and to verify users have the authorization needed for

the Services to process their requests.

INFORMATION SHARING AND DISCLOSURE
Your Use.

We will display your Personal Information in your profile page according to the
preferences you set in your profile or in any Cloudbeds account which you

access. You can review and revise your profile Information at any time.
Service Providers, Business Partners and Others.

We do not sell your Personal Information, Files or other information about you
to third parties. We may use certain trusted third-party companies and
individuals to help us provide, analyze, and improve the Services (including
but not limited to data storage, maintenance services, database
management, web analytics, payment processing, and improvement of the
Services' features). These third parties may have access to your Information
only for purposes of performing these limited tasks on our behalf and under
obligations similar to those in our Privacy Policy. We use industry standard

storage service to store your Files and other Information.



Compliance with Laws and Law Enforcement Requests; Protection of

Cloudbeds’ Rights.

We may disclose to outside parties Files and Personal Information stored in
Cloudbeds accounts which you access and Information about you that we
collect when we have a good faith belief that disclosure is reasonably
necessary to (a) comply with a law, regulation or compulsory legal request;
(b) protect the safety of any person from death or serious bodily injury; (c)
prevent fraud or abuse of Cloudbeds, its Services or its users; or (d) to protect
Cloudbeds’ property rights. If we provide your Files to a law enforcement
agency as set forth above, we will remove Cloudbeds’ encryption from the
Files before providing them to law enforcement. However, Cloudbeds will not
be able to access and decrypt any Files on your behalf or that you encrypted

prior to storing them via the Services.
Transfers of Our Business.

If we are involved in a merger, acquisition, or sale of all or a portion of our
assets, your Information may be transferred as part of that transaction, but
we will notify you (for example, via email and/or a prominent notice on our
website) of any change in control or use of your Personal Information or Files,

or if such Information becomes subject to a different privacy policy.

Non-private or Non-Personal Information.



We may, at our discretion, disclose your non-private, aggregated, or

otherwise non-personal Information, such as usage statistics of our Services.
Opting Out.

Other than the primary elements of the Services that we encrypt and provide
through Amazon'’s storage, you may opt out of our using or sharing any other
Personal Information with our third-party business partners. Opting out may
affect how well we are able to service your account(s) and customer needs,
but we will still be able to provide you with the Services. You may opt out by
selecting the applicable “opt out” features within the Services or contacting

us via email at support@cloudbeds.com.
Changing or Deleting Your Information

If you are registered as the account holder, you may review, update, correct
or delete the Personal Information provided in your registration or account
profile by changing the “account settings.” In some cases, we may retain
copies of your Information and Files if required by law. For questions about
your Personal Information or Files on our Services, please contact

support@cloudbeds.com. We will respond to your inquiry within 30 days.

Data Retention


https://myfrontdesk.cloudbeds.com/hc/en-us/articles/360051144993-How-to-Subscribe-Unsubscribe-from-Cloudbeds-Email-Notifications

We may retain and use your Information as necessary to comply with our
legal obligations, resolve disputes, and enforce our agreements. Consistent
with these requirements, we will attempt to delete your Information quickly
upon request. Please note, however, that there might be latency in deleting
Information from our servers and backed-up versions might exist after
deletion. In addition, we do not delete from our servers Files that you have in

common with other users.
Account Access
You have the ability to:

e access, add, delete modify or save Files and other Information in and
about your Cloudbeds account;

e disclose, restrict, or access Information that you have provided or that is
made available to you when using such Cloudbeds account; and

e control how your Cloudbeds account may be accessed, modified or
deleted.

Please refer to your organization’s policies if you have questions about your

rights.
Security

The security of your Information is important to us. When you enter sensitive

Information (such as a social security number) on our order forms and when



you add or upload Files, we encrypt the transmission of that Information using

secure socket layer technology (SSL).

We follow generally accepted standards to protect the Infformation submitted
to us, both during transmission and once we receive it. No method of
electronic transmission or storage is 100% secure, however. Therefore, we
cannot guarantee its absolute security. If you have any questions about

security on our website, you can contact us at support@cloudbeds.com.
Provisions Related to Users Residing in Europe

Cloudbeds complies with the provisions of the General Data Protection
Regulation (“GDPR”) made effective in the EU on May 25, 2018. We are
committed to protecting the security of your personal information, and we
take commercially reasonable technical and organizational measures that

are designed to that end.

If you wish to opt out of any disclosures of your information to third parties or
to prevent the use of your personal information for a purpose that is
materially different from the purpose for which it was originally collected, you
may log into your account and make changes necessary. The use of your
information can be limited, or the information can be corrected, deleted, or
exported to you or a third-party of your choice, except as required by law as

indicated above.



Our Policy Toward Children

Our Services are not directed to persons under 13. We do not knowingly collect
Personal Information from children under 13. If a parent or guardian becomes
aware that his or her child has provided us with Personal Information without
their consent, he or she should contact us at privacy@cloudbeds.com. If we
become aware that a child under 13 has provided us with Personal

Information, we will take steps to delete such Information.

Contacting Us

If you have any questions about this Privacy Policy, please contact us at

privacy@cloudbeds.com.

Changes to our Privacy Policy

This Privacy Policy may change from time to time. If we make a change to this
Privacy Policy that we believe materially reduces your rights, we will provide
you with notice by email or by posting such changes on our site. We may
provide notice of changes in other circumstances as well. By continuing to
use the Services after those changes become effective, you agree to be

bound by the revised Privacy Policy.
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